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Abstract

This project presents the design and development of a Smart Access Control System utilizing
Cryptographic Hashing technology to enhance security in Radio Frequency Identification (RFID) authentication
and support wireless connectivity. The primary objective is to address the vulnerabilities of RFID card cloning
in conventional access control systems by implementing a verification mechanism using the SHA-256 hashing
algorithm on the ESP32 microcontroller. The system components include a 13.56 MHz RFID reader module
and an electric solenoid lock controlled by a relay driver circuit. The operation involves retrieving the
identification data from the RFID card, computing its hash value, and verifying it against an authorized database.
Upon successful authentication, the system activates the solenoid lock to grant access and transmits real-time
notifications and access logs to the Telegram or Blynk application via Wi-Fi connection. The results
demonstrate that the system accurately distinguishes between authentic and cloned cards while effectively
controlling physical access and reporting status via the wireless network, thereby significantly improving both

security and convenience in access control management.



