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Abstract

This project presents the development of a unified network security platform designed
to enhance threat detection and simplify security management through a centralized
interface. The platform integrates four core modules: (1) a Packet Monitoring & Basic Detection
module for identifying abnormal network behaviors such as ARP spoofing and port scanning,
(2) a Mini Firewall module that allows users to create and manage basic security rules, (3) a
DNS Filtering module for blocking malicious or unwanted domains, and (4) a rule-based

Phishing URL Checker that analyzes suspicious URLs to detect potential phishing threats.

All modules operate collaboratively through a Backend Core API, which serves as the
central processing layer responsible for receiving, analyzing, and distributing security data. The
results are visualized through a unified dashboard that provides real-time monitoring and
system control. The modular architecture allows for flexibility, scalability, and the ability to
integrate additional security features in the future. The outcomes of this project demonstrate
that consolidating multiple security functions into a single platform significantly improves
threat visibility, operational efficiency, and overall network protection. The proposed system

is expected to help reduce the problems caused by cybersecurity threats.



