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Abstract

Application-Layer Distributed Denial of Service (Application-Layer DDoS) attacks are
severe cybersecurity threats that are difficult to detect because their request patterns closely
resemble legitimate user behavior, leading to server resource exhaustion and system failure.
Consequently, this project proposes a proactive defense mechanism by applying the concept
of Economic Denial of Sustainability (EDoS) via the HTTP Status Code 402 (Payment Required)
standard to establish a cost barrier for resource access. The experiment involves comparing

system performance between a server without defense mechanisms and a server equipped
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with the HTTP 402 mechanism under HTTP Flood attack conditions. The expected results aim
to demonstrate that this mechanism can significantly reduce CPU Usage and maintain service

Availability for legitimate users, offering a novel approach for future API security design.



