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Abstract

This project presents the development of a digital image-based text hiding system utilizing
the Least Significant Bit (LSB) steganography technique. LSB has been widely adopted due to its
simplicity and its ability to hide information within an image without causing noticeable distortion
to human vision. The proposed system is composed of two core components: an Encoder and a
Decoder. The Encoder converts the input text into binary data and embeds the bits into the least
significant bits of pixel values in a selected image. The Decoder, on the other hand, extracts the
embedded bits from the stego image and reconstructs the original text. Additionally, a user-
friendly Web/GUI Application is developed to allow users to perform both encoding and decoding
operations easily without requiring programming knowledge. The system incorporates a simple
authentication mechanism, ensuring that only images generated through this project can be
decoded correctly, thereby reducing potential errors and unauthorized access. Experimental
results demonstrate that the system successfully embeds and retrieves text with high accuracy
within PNG and BMP image formats and maintains the visual integrity of the images with a
negligible impact on image quality. The findings confirm the effectiveness of LSB-based

steganography for lightweight and practical text hiding applications.



